BSNKk: activate

The_most recent version of the technical BSNk specifications are available on https://wiki.bsn-koppelregister.nl/ or on request (beheerorganisatie BSNk
thilough servicecentrum@Iogius.nl). The information below is for information only.

This interface between a MachtigingsRegister and BSNK is used to activate a user's social security number (BSN) for government related electronic
services. The activation requires a BSN and validation data and will result in the provisioning of one or more Polymorphic Pseudonymization structures (e.
g. Polymorphic Identity and Polymorphic Pseudonym) by the BSNk.

The interface described in this document is used to implement the use case "AUC6 Activeren BSN" (activate BSN) and MUST be implemented by every
MachtigingsRegister.

WSDL

WSDL activate

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<wsdl : definitions xm ns:soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: bsnk="urn: nl - gdi - ei d: 1. 0: webser vi ces"
xm ns: wsdl ="http://schemas. xm soap. or g/ wsdl /"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: wsane" http: // ww. w3. or g/ 2007/ 05/ addr essi ng/ net adat a"
xm ns: sanl 2="ur n: oasi s: nanmes: tc: SAM.: 2. 0: assertion"
name="BSNK_acti vat e"
t ar get Nanespace="urn: nl - gdi - ei d: 1. 0: webser vi ces" >

<wsdl : types>
<xsd: schema t ar get Nanespace="urn: nl - gdi - ei d: 1. 0: webser vi ces"
attri but eFor mDef aul t ="unqual i fi ed"
el ement For nDef aul t =" qual i fi ed">

<xsd:inport namespace="urn:oasis:names:tc: SAML.: 2. 0: assertion" schemalLocati on="sanl - schema- assertion-
2.0.xsd"/>

<xsd: el ement nane="Provi dePPRequest" type="bsnk: Provi dePol ynor phi cRequest Type" >
<xsd: annot ati on>
<xsd: docunent at i on>Request nessage to provide PP for a
specific user, for future use via Provi deEP queries.
The 'BSNk' will generate one or nore
pol yror phi ¢ pseudonyn{s) for the identified user.
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement nanme="Provi dePP_PPCAOpti m zedRequest" type="bsnk: Provi dePol ynor phi cRequest Type" >
<xsd: annot ati on>
<xsd: docunent at i on>Request nessage to provide PP for a
specific user, for future use via ProvideEP queri es.
The 'BSNK' will generate one or nore
pol ynor phi ¢ pseudonym(s) for the identified user. This
request will result in one-or-nore polynorphic
pseudonyns in a formoptimzed for usage as a PPCA
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el enent >
<xsd: conpl exType nane="Provi dePol ynor phi cRequest Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="bsnk: BSNkPr ovi deRequest Baset ype" >
<xsd: sequence>
<xsd: el ement nane="Request er KeySet Ver si on" type="bsnk: KeyVer si onType" />
<xsd: choi ce>
<xsd: el ement nane="BSN' type="bsnk: BSNType" />
<xsd: el ement nane="Encrypt edBSN' type="bsnk: Encrypt edBSNType" />
<xsd: el enent nane="Encryptedldentity" type="bsnk: EncryptedldentityType" />
<xsd: sequence>
<xsd: el enent nane="el DAS- Uni queness| D' type="bsnk: el DAS- Uni quenessl| DType"/ >
<xsd: el ement nane="Encrypt edBSN' type="bsnk: Encrypt edBSNType" mi nCccurs="0"

</ xsd: sequence>
</ xsd: choi ce>
<xsd: el enent nanme="Docunent Type" type="bsnk: Docunent TypeType" m nCQccurs="0" />
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<xsd: el enent nanme="Docunent| D' type="bsnk: Docunent | DType" m nCccurs="0" />
<xsd: el ement nane="G venNanes" type="bsnk: G venNanesType" mi nCccurs="0" />
<xsd: el ement nane="Sur Name" type="bsnk: Sur NaneType" m nCccurs="0" />
<xsd: el enent nane="DateO' Birth" type="bsnk: Bi rthDat eType" m nCccurs="0" />
<xsd: el ement nane="PlaceO'Birth" type="bsnk: Pl aceOBirthType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: conpl exType nane="BSNkProvi deRequest Basetype" abstract="true">
<xsd: sequence>
<xsd: el ement nane="Requester" type="bsnk: O NType" />
</ xsd: sequence>
<xsd: attribute nane="DateTi me" type="xsd: dateTi ne" use="required" />
<xsd:attribute nane="Request| D' type="xsd:| D' use="required" />
</ xsd: conpl exType>
<xsd: si npl eType nane="KeyVersi onType" >
<xsd: annot ati on>
<xsd: docunent ati on>Key(set) version type.</xsd: docunentati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd: positivelnteger"/>
</ xsd: si npl eType>
<xsd: si npl eType nane="BSNType" >
<xsd: annot ati on>
<xsd: docunent ati on>In case a BSN consists of a nunmber of
only 8 digits, the BSN shall be padded with a preceding
'0" (digit zero)
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: |l ength val ue="9" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="EncryptedldentityType">
<xsd: annot ati on>
<xsd: docunent ati on>ldentity encrypted as an Encryptedldentity
according to Pol ynor phi ¢ Pseudoni m zati on.
</ xsd: docurent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd: base64Bi nary" />
</ xsd: si npl eType>
<xsd: si npl eType nane="el DAS- Uni quenessl DType" >
<xsd: annot ati on>
<xsd: docunment ati on>To be used only in el DAS cont ext
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string" />
</ xsd: si npl eType>
<xsd: conpl exType nane="Encrypt edBSNType" >
<xsd: annot ati on>
<xsd: docurment ati on>BSN encrypted in the formof a
SAML2 Encrypt edl D
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el enent ref="san 2: Encryptedl D' />
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType nane="CO NType">
<xsd: annot ati on>
<xsd: docunment ati on>0O N type
</ xsd: docurent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: | ength val ue="20" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="Docunent| DType" >
<xsd: annot ati on>
<xsd: docunent ati on>Docunent | D as appearing on the ldentity
Docunent referenced



</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="15" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="Docunent TypeType" >
<xsd: annot ati on>
<xsd: docunent ati on>Type of ldentity Docunent referenced
</ xsd: docurnent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="NL- Paspoort" />
<xsd: enuneration val ue="NL-ldentiteitskaart" />
<xsd: enuneration val ue="NL-Ri j bewi js" />
</ xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="G venNanesType" >
<xsd: annot ati on>
<xsd: docunment ati on>G ven nanes as these appear on the
Identity Docunent referenced. |If given names are not
fully known than must contain all known initials
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="200" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="Sur NaneType" >
<xsd: annot ati on>
<xsd: docunent at i on>Sur name as appears on the
Identity Docunent referenced
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="210" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="Birt hDat eType">
<xsd: uni on>
<xsd: si npl eType>
<xsd:restriction base="xsd: date" />
</ xsd: si npl eType>
<xsd: si npl eType >
<xsd:restriction base="xsd: gYearMonth" />
</ xsd: si npl eType>
<xsd: si npl eType >
<xsd:restriction base="xsd:gYear" />
</ xsd: si npl eType>
</ xsd: uni on>
</ xsd: si npl eType>
<xsd: si npl eType nane="Pl aceOf Birt hType">
<xsd: annot ati on>
<xsd: documnent ati on>For Dutch places of birth this value
must correspond to the exact value as listed in table
33 of the logic design of the BRP. MUST NOT be used for
foreign places of birth.
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="40" />
</xsd:restriction>
</ xsd: si npl eType>
<xsd: el ement nane="Provi dePPResponse” type="bsnk: Provi dePol ynor phi cResponseType" >
<xsd: annot ati on>
<xsd: docunent ati on>
Response to a Provi dePPRequest or
Provi dePP_PPCAOpt i m zedRequest
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >



<xsd: el enent nanme="Provi dePP_PPCAOpti m zedResponse" type="bsnk: Provi dePol ynor phi cResponseType" >
<xsd: annot ati on>
<xsd: docunent ati on>
Response to a Provi dePP_PPCAOpti m zedRequest
</ xsd: docurent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: conpl exType nane="Provi dePol ynor phi cResponseType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="bsnk: BSNkPr ovi deResponseBaset ype" >
<xsd: sequence>
<xsd: el enent nane="Pol ynor phi cPseudonyn' type="bsnk: Pol ynor phi cPseudonynilype"
maxCccur s="unbounded" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: conpl exType nane="BSNkProvi deResponseBaset ype" abstract="true">
<xsd:attribute nane="DateTi ne" type="xsd: dateTi me" use="required" />
<xsd:attribute nane="Responsel D' type="xsd: | D' use="required" />
<xsd:attribute nane="I|nResponseTo" type="xsd: NCNane" use="required" />
</ xsd: conpl exType>
<xsd: conpl exType nane="Pol ynor phi cPseudonynType" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: base64Bi nary" />
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
<xsd: el enent nane="Provi dePol ynor phi cFaul t" type="bsnk: Provi dePol ynor phi cFaul t Type" >
<xsd: annot ati on>
<xsd: docunent ati on>
Fault response to a Provi dePPRequest or
Provi dePP_PPCAOpt i mi zedRequest
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: conpl exType nane="Provi dePol ynor phi cFaul t Type" >
<xsd: sequence>
<xsd: el ement nane="Faul t Reason" type="bsnk: Provi dePol ynor phi cFaul t ReasonType" />
<xsd: el ement nane="Faul t Descri ption" type="bsnk: Faul t Descri pti onType" maxQccurs="unbounded"

</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType nane="Provi dePol ynor phi cFaul t ReasonType" >
<xsd: uni on nmenber Types="bsnk: Faul t Reasons bsnk: Provi dePol ynor phi cFaul t Reasons" />
</ xsd: si npl eType>
<xsd: si npl eType nane="Faul t Reasons" >
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="Not Found" >
<xsd: annot ati on>
<xsd: docunment ati on>Provi ded i nformation results in
zero mat ches
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enumer ati on>
<xsd: enunerati on val ue="Aut hori zati onError">
<xsd: annot ati on>
<xsd: docunent at i on>Aut hentication invalid or access denied
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enuner ati on>
<xsd: enunerati on val ue="SyntaxError">
<xsd: annot ati on>
<xsd: docunment at i on>Request invalid.
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enuner ati on>
<xsd: enunerati on val ue="Tenporaril yUnavai | abl e" >
<xsd: annot ati on>
<xsd: docunent ati on>Request could tenporarily not be
processed. A new request for activation MAY be send
at a later noment by the requesting party.



</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enuner ati on>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: si npl eType nane="Provi dePol ynor phi cFaul t Reasons" >
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="Not Enoughl nf 0" >
<xsd: annot ati on>
<xsd: docunent ati on>Provi ded i nformati on nay resol ve
to a unique natch, but not enough assurance
(e.g. against typos) can be established
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enuner ati on>
<xsd: enunerati on val ue="Not Uni que" >
<xsd: annot ati on>
<xsd: document ati on>Provi ded i nformation results in
nore than one match
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enumer ati on>
<xsd: enuner ati on val ue="Docunent Rej ect ed" >
<xsd: annot ati on>
<xsd: docunent ati on>Docunent not accepted
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enuner ati on>
<xsd: enunerati on val ue="Provi si oni ngRef used" >
<xsd: annot ati on>
<xsd: docunent ati on>Acti vati on refused for other
(non-di scl osed) reason
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: enumner ati on>
</ xsd:restriction>
</ xsd: si npl eType>
<xsd: conpl exType nane="Faul t Descri pti onType">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string">
<xsd:attribute nane="lang" type="xsd:|anguage" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: schema>
</wsdl : types>

<wsdl : nessage nane="BSNK_Pr ovi dePPRequest " >
<wsdl : part name="in" el ement ="bsnk: Provi dePPRequest" />
</ wsdl : nessage>

<wsdl : nessage nane="BSNK_Provi dePP_PPCAOpti m zedRequest ">
<wsdl : part name="in" el ement ="bsnk: Provi dePP_PPCAOpti m zedRequest" />
</ wsdl : nessage>

<wsdl : nessage nane="BSNK_Pr ovi dePPResponse" >
<wsdl : part name="out" el ement="bsnk: Provi dePPResponse" />
</ wsdl : nessage>

<wsdl : nessage nanme="BSNK_Pr ovi dePP_PPCAOpt i m zedResponse" >
<wsdl : part name="out" el ement ="bsnk: Provi dePP_PPCAOpti m zedResponse" />
</ wsdl : nessage>

<wsdl : nessage nane="BSNK_Pr ovi dePol ynor phi cFaul t ">
<wsdl : part name="fault" el ement="bsnk: Provi dePol ynor phi cFault" />
</ wsdl : nessage>

<wsdl : port Type nane="BSNK_Activate_Port">
<wsdl : oper ati on nane="BSNK_Provi dePP" >
<wsdl : i nput message="bsnk: BSNK_Provi dePPRequest"” wsam Acti on="urn:nl-gdi -ei d: 1. 0: webservi ces
Provi dePPRequest " />



<wsdl : out put message="bsnk: BSNK_Pr ovi dePPResponse"” wsam Acti on="urn: nl - gdi - ei d: 1. 0: webservi ces:
Pr ovi dePPResponse" />
<wsdl : fault message="bsnk: BSNK_Provi dePol ynor phi cFaul t" name="BSNK_Provi dePol ynor phi c_Faul t"/>
</ wsdl : operati on>
<wsdl : oper ati on nane="BSNK_Provi dePP_PPCAOpti m zed" >
<wsdl : i nput message="bsnk: BSNK_Pr ovi dePP_PPCAOpt i mi zedRequest" wsam Acti on="urn:nl - gdi - ei d: 1. O:
webser vi ces: Provi dePP_PPCAOpti m zedRequest" />
<wsdl : out put message="bhsnk: BSNK_Pr ovi dePP_PPCAOpt i m zedResponse" wsam Acti on="urn:nl-gdi-eid:1.0:
webservi ces: Provi dePP_PPCAOpt i ni zedResponse" />
<wsdl : fault message="bsnk: BSNK_Provi dePol ynor phi cFaul t" name="BSNK_Pr ovi dePol ynor phi c_Faul t"/ >
</ wsdl : operati on>
</ wsdl : port Type>

<wsdl : bi ndi ng nanme="BSNK_Act i vat e_SOAP" type="bsnk: BSNK_Acti vate_Port">
<soap: bi ndi ng styl e="docurent"
transport="http://schemas. xm soap. or g/ soap/ http" />
<wsdl : operati on nane="BSNK_Provi dePP" >
<soap: oper ati on soapAction="urn:nl-gdi-eid: 1. 0: webservi ces: Provi dePPRequest" />
<wsdl : i nput >
<soap: body use="literal" />
</ wsdl : i nput >
<wsdl : out put >
<soap: body use="literal" />
</ wsdl : out put >
<wsdl : faul t name="BSNK_Provi dePol ynor phi c_Faul t">
<soap: faul t nanme="BSNK_Provi dePol ynor phic_Faul t" use="literal" />
</wsdl : faul t>
</wsdl : operation>
<wsdl : operati on nane="BSNK_Provi dePP_PPCAOpti m zed" >
<soap: operati on soapAction="urn:nl-gdi-eid: 1. 0: webservi ces: Provi dePP_PPCAOpt i m zedRequest" />
<wsdl : i nput >
<soap: body use="literal" />
</wsdl : i nput >
<wsdl : out put >
<soap: body use="literal" />
</ wsdl : out put >
<wsdl : fault name="BSNK_Pr ovi dePol ynor phi c_Faul t">
<soap: fault name="BSNK_Provi dePol ynor phi c_Faul t" use="literal" />
</wsdl : faul t>
</ wsdl : operati on>
</ wsdl : bi ndi ng>

<wsdl : servi ce nane="BSNK_Acti vat e_Servi ce">
<wsdl : port bindi ng="bsnk: BSNK_Act i vat e_SOAP" nane="BSNK_Activate">
<soap: address |ocation="https://.../TODQ Activate" />
</wsdl : port>
</wsdl : servi ce>

</ wsdl : definitions>

Request

Consists of a registration request message <ProvidePPRequest> in the SOAP body of the request message. SOAP should be implemented according to
the Web services requirements.

Element/@Attribute 0.. Description
n
@DateTime 1 Time of issuing of the request.
@RequestID 1 Unique identifier for this Request
<Requester> 1 EntitylD (OIN) of the requesting MachtigingsRegister.

<RequesterKeySetVersion> | 1 Key set version of the requesting MachtigingsRegister .



<BSN>

<EncryptedBSN>

<Encryptedldentity>

<EncryptedBSN>

<DocumentType>

<DocumentID>

<GivenNames>

<SurName>

<DateOfBirth>

<PlaceOfBirth>

Sector ID for Dutch citizens. String of 9 characters, in case a BSN consists of a number of only 8 digits, the
BSN shall be padded with a preceding '0' (digit zero). As verification data at least DocumentID and one or
more other identity supporting elements (those other than DocumentType) MUST be provided.

Either a BSN, EncryptedBSN, Encryptedldentity or elDAS-uniquenessID MUST be provided.

An encrypted BSN. This BSN MUST be encrypted using XML-encryption, as per (XML/SAML) Encryption.
Either a BSN, EncryptedBSN, Encryptedldentity or eIDAS-uniquenessID MUST be provided.

Identity (typically BSN) encrypted as Encryptedidentity under Polymorphic Pseudonimization. Either a BSN,
EncryptedBSN, or Encryptedldentity MUST be provided.

At this moment an encryptedBSN is for exclusive use by an eIDAS-berichtenservice.

String max 20 chars. Value represents the type of government-issued document that was used. Possible
values are "NL-Paspoort”, "NL-Identiteitskaart" and "NL-Rijbewijs".

String max 15 chars. Value represents the ID of a government-issued document that was used. MUST be
present together with <DocumentType>.

String max 200 chars. Must contain all given names, if given names are not fully known than MUST contain all
known Initials.

MUST be present together with <SurName>. An empty value can be used to specify the current subject has
not registered a given name in the BRP.

String max 210 chars. Surname including prefixes, as stated on the Identity Document. MUST be present
together with <GivenNames>.

Date of birth of the user. In XML-schema a choice between ‘date’, '‘gYear' or 'gYearMonth' format. In case the
specific day or month is unknown (also expressed as 1900-00-00 or 1900-03-00), the value MUST be
expressed as a gYear or gYearMonth.

String max 40 chars.

NB For Dutch places of birth this value MUST correspond to the exact value as listed in table 33 of the logic
design of the BRP (see https://publicaties.rvig.nl/) MUST NOT be used for foreign places of birth.

N.B. Only providing the BSN is not deemed to identify a subject with sufficient assurance, additional information must be provided for verification. In
general: the more information is provided in the request, the more chance of a unique match with sufficient assurance.

DocumentType and DocumentID will be deprecated and removed in future revisions of this interface.

Response

Consists of a response message <ProvidePPResponse> in the SOAP body of the response message, containing one or more Polymorphic Pseudonyms.
In case a response is received, the request resulted in a unique and valid match and the cryptographic transformation of the specified BSN to

a Polymorphic Pseudonym and/or Polymorphic Identity. In case an error occurs a SOAP fault will be used. The SOAP fault will contain error codes as
<FaultReason> as described below, with one (or more) localized <FaultDescription>s.

Element/@Attribute

@DateTime
@ResponselD
@InResponseTo

<

PolymorphicPseudonym
>

Description

Time of issuing of the response.
Unique identifier of the Response
Unique identifier of the Request this is a response to (@RequestID of request)

One or more signed Polymorphic Pseudonymization structure(s) for the User. At least one structure MUST be
provided, the exact number depends on the request and requester:

= A <ProvicePPRequest> will receive one Signed Polymorphic Identity and one Signed Polymorphic
Pseudonym.

= A <ProvidePP_PPCAOptimizedRequest> will receive one Signed PIP and one Signed Polymorphic
Pseudonym.

For encoding of the Signed Polymorphic Identity / Pseudonym / PIP, see Handreiking Polymorphic Pseudonimization Notation.

FaultReasons

The following response codes are used to indicate the status of a response.

ResponseCode

Description
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NotEnoughinfo

NotUnique
NotFound
DocumentRejected
ProvisioningRefused

AuthorizationError

SyntaxError

TemporarilyUnavailable

Request rejected. Provided information may resolve to a unique match, but not enough assurance (e.g. against typos) can
be established.

Request rejected. Provided information results in more than one match.
Request rejected. Provided information results in zero matches.
Request rejected. Document not accepted.

Request rejected. Activation refused for other non-disclosed reason.

Request rejected. Authentication invalid or access denied. A HTTP 403 status response MAY be given instead of a SOAP-
fault with this response.

Request rejected. Request invalid.

Request could temporarily not be processed. A new request for activation MAY be sent at a later moment by the
requesting party.
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